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Data integrity at the heart of secure
analytics
By Steve Christian, Senior Vice President of Marketing, Verimatrix
Data analytics is fast becoming integral to pay TV operators’ strategies for customer growth and revenue generation, with the promise of improving the overall competitive profile of services. It will play a major role in meeting operators’
three core business objectives: acquiring new subscribers, boosting revenue by
upselling to existing customers and combating subscriber turnover.
These elements are all related because each depends on exploiting both the
infrastructure and content portfolio more effectively. This, in turn, requires accurate information about subscribers’ experience and behaviour at different
levels.
Steve Christian

Sophisticated analytics tools offer the potential to see aggregate trends and
drill down to individual subscribers to help deliver personalized offerings, while
simultaneously deducing what is likely to appeal to potential new customers.
But this requires precise targeting, for while subscribers are open to suggestions they like, research has shown clearly that they are turned off by promotions of packages or content they are not interested in.
It all comes down to having high integrity data from as many diverse sources as
possible, without which even the most sophisticated analytics algorithms would
fail to deliver value. Security is absolutely critical here for several reasons.
First, the most valuable data pertains to the individual customer behaviour,
which by its nature is personal, sensitive and typically subject to data privacy
regulations. This data must be kept behind a secure wall in encrypted form and
accessible only to those who have a need to use it and are authorized to do so.
Any subscriber data allowed outside this wall must be de-personalized and
anonymized before any other user has access to it.
Second, subscribers must then be convinced that this data is secure and be persuaded that they will gain value by allowing their service provider to access it.
This involves providing customers with clear evidence of the benefits they will
obtain by complying.
These benefits come under the two headings of quality of service (QoS), particularly for online access where that cannot be taken as given, and compelling
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content presentation. With the best possible recommendations, a given content
catalogue can be made to seem much richer and deeper to a given subscriber
than the same bunch of assets from another operator.
But to achieve this we need to narrow down even further to know where subscribers are watching and on which device as well as the time of day. A subscriber’s preferences can vary significantly according to these factors, so operators need to know how behaviour changes with circumstance and only analytics
can provide the answer.
Another aspect of revenue security that is less widely appreciated is its scope as
a source for detailed, fine grain analytics data, by exploiting the unique position
its provider has in the content ecosystem through delivering keys or licenses for
specific assets to end devices for each subscriber. That means Verimatrix, for
example, can see what is being watched on each device and provide a detailed
view of content consumption for each household, with the ability to hone in
further, in some cases down to the individual. We can make sense of encrypted
data in transit since we alone have the ability to decrypt it, which as an example,
enabled our monitoring partner IneoQuest to match QoS measurements with
specific premium content as it traverses its probes inside the network. As a result, the QoS experienced by subscribers can improve substantially.
While liberating all this data, revenue security vendors also have extended responsibilities for protecting it, with some new threats to combat, raising issues
that are different from the video content itself. Given the imperative of gathering as much data from as many sources as possible, including external high level demographics databases as well as social media, ensuring rigorous protection is particularly challenging.
This is why we have commissioned this comprehensive report from Videonet,
which explores these challenges and offers some practical suggestions of how
operators can meet them. The report identifies how operators face a moving
regulatory target as rules on data handling and privacy are evolving rapidly,
with potentially huge fines for non-compliance. Operators will need to reconstruct their internal access systems and make them agile enough to keep pace
with the fast changing regulatory environment as they become ever more data
driven.
Above all, the report highlights how operators can leverage an analytics platform that will provide a secure foundation for actionable intelligence and will
deliver immense value to the business by making a significant contribution to
meeting all three of those key secure analytics objectives.
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Introduction

25-35%

Report by Barry Flynn, Contributing Editor, Videonet
For video service providers the world over, adopting
a data analytics solution is fast becoming a musthave.
Peter Docherty, Co-founder and CTO of recommendation engine specialists ThinkAnalytics, which recently launched its own video analytics solution,
dubbed ‘ThinkBigData’, declares “everybody either
wants to do it or is already doing it. There's no doubt
that it's booming. When we launched ThinkBigData,
the amount of inquiries we got was huge.”
Ricardo Tavares, CEO of Techpolis – which advises
leading players in the mobile technologies sector –
believes what’s spurring this appetite for data analytics is a realization among operators that “we're getting to a point where there's not much choice about
it. If you are not willing to find a way to use data analytics to protect and enhance your revenues, someone else will do it and just disrupt you.”
As Tom Weiss, CEO of data analytics company Genius
Digital1, puts it, “As a man, I wouldn’t expect to get
an email from Amazon offering me women’s deodorant. But that’s exactly what I get from my pay-TV provider unless they’re starting to look at the data.”
According to David Mowrey, Vice President of Strategic Planning at IBM Cloud Video, “It’s critical that you
understand and can act upon that data. Everything
from how your customers are coming in, how they’re
churning out, what they're watching, how they're being billed, what's their average revenue per user, customer acquisition costs – those are all critical components to making a successful service. And the services
that leverage that data the best are going to be the
ones that survive.”

1

More channels watched when
recommendations given

20-50%
Increased viewing time thanks to content
recommendations

30-100%
More VOD uptake after content
recommendations introduced

The benefits of adopting a data-centric approach can
be immediate. A year ago, ThinkAnalytics published
research which showed that after integrating its Recommendations Engine product, its clients’ subscribers
increased their viewing time by 20-50%, and the
number of channels they watched rose by 25-35%.
VOD uptake, meanwhile, increased by between 30100%. These benefits were achieved just weeks or
months after clients went live with its technology,
ThinkAnalytics found.
More recent estimates from Genius Digital1 suggest
that “for an operator with 10m subscribers, using insights from data to cut churn by just 0.2 percentage

Source: Genius Digital Market Map, http://www.geniusdigital.tv/putting-tv-data-on-the-map/
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points would mean an $8-10m annual saving. That
same operator would gain $25m by using the data to
upsell premium services to 2% more of its basic tier
customers and a 5% reduction in its retention budget
would save that operator $8m.”
However, such benefits bring with them added responsibilities, since exploiting video data analytics
exposes service providers to new and more complex
types of security and privacy risk, which must be addressed.
Steve Christian, Senior Vice President of Marketing at
video revenue security firm Verimatrix, explains that
data-driven strategies have emerged as video delivery is moving from managed networks and devices to
unmanaged ones, where data integrity is more difficult to ensure.

10m
0.2%
$8-10m
Number of subscribers, churn reduction
using data insights, resultant annual saving

This transition, driven by the internet, has heightened
the threat from things like “device impersonation,
cloning or false data sources, and un-authenticated
data sources.” Added to this are the risks that arise
from having a large pool of potentially sensitive data
in the headend, he says.
As his colleague, Sebastian Braun, Director of Product
Management at Verimatrix, puts it, “Any time you
introduce new infrastructure, you essentially increase
your attack surface. This didn't exist before: if it existed, it existed in a very minor way across a managed
network. Today that's different, so the attack surface
is much larger.”
There’s also the added complexity of “who gets to
access what view into the data within your organization,” Braun points out. “This is an area where security
and entitlements matter, and the challenge here is
controlling and credentialing that access – and effectively managing the sharing of particular views and
entitlements to the data-set itself.”

2%
$25m

Increase in basic tier customers taking
premium services thanks to data analysis
results in revenue gains by platform
operator

The business costs of getting it wrong – particularly
when sensitive customer data is at stake – can be
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considerable, as demonstrated by the case of UK triple-play operator TalkTalk, which revealed last October that 157,000 of its customers’ personal details
had been illegally accessed.
Within weeks, TalkTalk shares had lost around a third
of their value, with its annual financial report, released in May 2016, revealing that it had lost 100,000
customers and profits had been halved.2
These developments are taking place against a backdrop of heightened consumer concern about the privacy of personal data and a rapidly evolving regulatory environment, which imposes new constraints
(and penalties) on how such information can be exploited. For instance, Europe’s new General Data Protection Regulation (GDPR), due to come into force in
2018, imposes fines of up to 4% of global annual
turnover for non-compliance.
Some of these issues have been explored in a recent
white paper Verimatrix commissioned from Parks Associates, entitled Securing the Integrity of Video Analytics Data. This concluded, inter alia, that securing
video analytics data was “a high priority for operators
and customers” which had now become a “boardlevel responsibility.”
This report builds on these findings to explore in
more detail the nature of the security threats now
faced by the video data analytics sector, how these
are perceived and experienced by some of the organisations involved, and what practical steps can be taken to address them.

157,000
Number of customers whose personal
details were accessed in TalkTalk leak

rd

1/3

Approximate share value loss for TalkTalk
within weeks of data hack

100,000
Number of customers TalkTalk lost after
personal data was compromised

-50%
The staggering impact on TalkTalk profit
due to personal data disaster

The report is divided into three main sections:
1) Evolving Data-Handling And Privacy Rules;
2) Data Analytics Integrity – Securing Data Collection;
3) Breaking Down Silos While Acknowledging ‘Rules
And Roles’.

2

2018
Date when General Data Protection
Regulation (GDPR) is due to come into
force in Europe

Sources: BBC News, 6/11/2015, ITPRO, 12/05/2016
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Evolving Data-Handling
and Privacy Rules

scribes as “good data management principles. Companies handling data have a duty to keep the information
up-to-date, and not keep it for longer than is appropriate.”

Current rules about data-handling
John Enser, a partner in the commercial practice at
Olswang, an international law firm specialising in
technology, media and telecoms, says that one main
principle video service providers need to observe is –
at a European level at least – “a double lock” on data
usage. Operators need (a) to have good reason for
keeping and using any data that could potentially
identify a specific individual (often referred to as ‘PII’
data, or ‘Personally Identifiable Information’), and (b)
they need to have their customers’ informed consent.

“Customers need to know what you're
doing with their data, with a few
exceptions”

John Enser, Olswang

“Broadly speaking, the basic principles are that customers need to know what you're doing, with a few exceptions,” explains Enser. One of these is that, “if you're doing something which is necessary in order to fulfil a
contract you've got with a consumer, you don't need a
separate consent.”

So, for instance, if someone orders, say, a sweater from
Amazon, Amazon is not compelled to obtain an informed consent from that person to use the delivery
address listed on their account. On the other hand, if
Amazon then wants to send that person a marketing
message asking them if they wanted to buy another
sweater, they would require consent.

Another broad principle of European law is that it requires video service-providers to meet what Enser de-

Thus, if a customer ticked a box three years ago that
opted them in to receiving marketing messages, and
has not received any communications since, then “you
ought to be deleting that personal information,” says
Enser.

There are some exceptions to this, he points out, which
relate to security service intervention. “Particularly in
terms of telcos, there are obligations to keep data for a
certain length of time,” for instance when it relates to
numbers called and numbers received.

European law also requires “that you should apply the
proper operational and technological means to safeguard the data,” he says. In other words, video serviceproviders are also required to take the necessary security measures to counter possible data theft.

Territorial differences
One of the challenging aspects of European legislation is that EU directives can be enacted differently in
different member states, depending on local interpretation of the rules.
Germany is a case in point. Dr Daniel Hesselbarth,
Head of Product Innovations for TV and Broadband
at cable operator Unitymedia Kabel, observes that, “in
principle data protection is covered by Europeanlevel regulation, so you could think that it's the same
in other countries – however, it is not. […] Local and
national laws and how the broader regulation is interpreted are very different.”
This is particularly evident in the German interpretation of European data protection law, in the case
where an operator gains consent for customer data
to be used. “All that is quite strictly ruled, and for the
most part forbidden, in Germany – unless you have
an explicit consent. And the explicit consent needs to
be done for a specific use-case,” explains Hesselv-net.tv - 8

barth. “You cannot collect explicit consent for everything the customer does.”
As for the retention of data such as numbers called and received, the rules vary significantly by country and the
type of data under consideration. Similar differences also apply to what is considered to be PII data, which in
some EU Member States includes IP addresses and in others does not.
Outside the EU, the US presents a contrasting regulatory approach. “In the US, there is no general data privacy
legislation as such,” says Enser. “What there is, is a bunch of sets of specific rules.” For instance, there are specific
rules on how the cable TV industry’s use of data is regulated, or how internet service providers (ISPs) should behave, just as there are particular rules which lay down how the financial services industry should protect data, all
of which are enforced by a “relatively proactive” Federal Trade Commission (FTC).
According to Techpolis’ Tavares, this means that the US offers a much more liberal environment than Europe’s.
Indeed, Tavares believes that “data analytics has developed much faster in the US precisely because there's
more freedom to use subscriber data there than in Europe.”

Content discovery is a key benefit of data analytics. Graphics from Rovi

Outside Europe and the US, in regions such as the Middle East and Africa, and Asia Pacific, there exists a patchwork of different data protection laws and privacy rules – which represent a significant challenge for any video
service provider seeking to establish a global presence.
However, Tavares notes that the EU’s approach to regulation of data usage is becoming increasingly influential
around the globe. “EU laws are copied or being referenced in a number of countries,” he says, “because the EU is
the driver for data protection and privacy around the world.”
ThinkAnalytics’ Docherty agrees that “data protection legislation has certainly spread to countries that didn’t use
to have those kinds of laws.” An example of this is the fact that both Singapore and Malaysia adopted Europeanstyle privacy laws in 2014.
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2014
Year Singapore and Malaysia adopted
European-style data privacy laws

How rules are changing
In an effort to keep pace with the new opportunities
for leveraging customer data that are offered by rapidly evolving technology platforms, regulators are
changing and updating rules on data-handling and
privacy all the time.

4%

Olswang observes3 that “it is important to read GDPR
through the lenses of the huge fines (up to 4% of
global annual turnover) and other sanctions that it
introduces.” While non-compliance with the existing
European Directive rarely led to serious fines or
claims, “non-compliance with GDPR on the other
hand could be terminal for your business,” says Olswang.
Significant changes include: new security requirements; new data breach requirements, with an extremely low notification threshold to the regulator,
who needs to be informed ‘without undue delay’;
greater accountability, governance and resourcing; a
wider definition of personal data; the requirement for
an operator to appoint a Data Protection Officer
(subject to company size); the need to document data-processing with care; more tightly defined justifications for data-processing; a more exacting standard for ‘consent’; and enhanced data subject rights
(e.g. the ‘Right to Erasure’).

The proportion of global annual turnover
that companies can be fined for noncompliance with GDPR data regulations

Olswang comments wryly that “GDPR was supposed
to be about reducing red tape for businesses – instead, it has added to it.”

A good example of this trend can be seen in Europe,
where a major challenge confronting operators is the
adoption of the new GDPR in mid-2018.

Thomas Helbo, newly-appointed CTO of Swedish triple-play cable operator Com Hem4 agrees that GDPR
“will be a problem to many companies, I think, because it will require some big changes in the way you
react, and how you should behave with customer data. […] You definitely need to be much more aware of
the way you handle your customer data.”

“Non-compliance with GDPR could
be terminal for your business”

Olswang international
law firm

For his part, Techpolis’ Tavares believes that the
GDPR “will be a reference for consumer groups and
for consumer politicians around the globe to try to
come to that same standard – so the pressures in the
US are likely to build in the next few years to reach a
similar framework.”
Indeed, Tavares argues that contentious new privacy
rules the FCC is currently proposing to apply to

3
4

GPDR is two years away: What does your board need to know?, Olswang, Data Protec on Law & Policy, January 2016
Helbo’s comments are based on his past experience in the cable industry, and do not relate to Com Hem, which he only joined a few weeks ago
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broadband ISPs contain a number of provisions for
data-collection and processing that “are part of the
GDPR” – for instance, the requirement for ISPs to obtain explicit consent from customers for using or
sharing their data in certain circumstances.

personally identifiable information. Our RPD [ReturnPath Data] collections are anonymous. We capture
events from the set-top-boxes, but don't have personal information about these households: it's anonymous television usage event data.”

Accordingly, Tavares foresees that the GDPR will “set
the bar” for the data analytics sector worldwide, implying that “anybody in the data analytics business
will have to look at [the GDPR] framework.”

While third parties may be permitted to use such data to match particular homes or individuals for marketing purposes, “we use third-party matching, where
an independent company does the match,” stresses
FitzGerald. “We don't get back any PII.”

The lessons for operators
For ThinkAnalytics’ Docherty, “If you're collecting data of what people are watching, then the security of
that and privacy of it are vital. […] It's a factor in every
deployment that you make sure that the systems,
procedures and processes are in place to protect that
data.”
Here, security practice commonly falls into two parts.
First, any PII data retained in line with the appropriate
consents is kept behind a secure ‘wall’, in encrypted
form and accessible only to those who have a need
to use the data, and are licensed to do so in line with
external regulations and internal data-handling procedures. Second, outside that wall, that data is depersonalised and anonymised before any other user
has access to it.
Enser comments that “if you have information that is
no longer capable of being traced back to John Anderson's viewing habits, then your ability to use that
and work through the implications of it, and share it
across organizations and share it with suppliers and
advertisers and whoever else, becomes much broader, because it no longer depends on the consent
principle.”
Joan FitzGerald, Vice President of Product Management and Business Development at Rovi Corporation,
which specialises in providing content discovery services to video service-providers, notes that when
working with its clients, “we don't have access to any

2009
Year a class action suit was taken out
against Netflix in the U.S. for a PII
(Personally Identifiable Information) databreach

Even ensuring that such ‘data hygiene’ measures are
in place may not be sufficient, as OTT giant Netflix
discovered in 2009, when a class action suit was taken out against it in the US for a PII data-breach. Netflix had published anonymised data-sets containing
more than 100m subscriber movie ratings and preferences as part of a competition to improve its recommendation engine, but researchers were nonetheless
able to identify some individual subscribers from the
information released.
Genius Digital’s Tom Weiss says, “We would always
recommend that customers take a step beyond what
regulation would do. The two questions we ask them
are: ‘would you be happy for this to be done to your
data?’ and ‘would it be front page news if it was discovered that this is what you were doing?’”
At the extreme, dealing with such issues can actually
prevent or delay an operator adopting a video analytics data solution in the first place.
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“Would it be front page news if it was
discovered that this is what you are
doing with data?”

Tom Weiss, Genius Digital

Unitymedia’s Hesselbarth admits that such considerations represent a major reason why his company has
yet to adopt a video analytics solution, although such
a move is on its roadmap. “It is difficult, those are
hurdles,” he concedes. “We are currently looking at
how we can overcome those regulatory boundaries:
we are looking at how can we meet German data
regulations, but at the same time make use of the
data we are gathering.”
Ensuring your internal and external data-handling
policies are in line with current legislation is only one
aspect of the challenge, however: operators also
need to keep tabs on how regulators’ interpretations
of the law are changing.
“Your classic example is, everybody was merrily going
along with the EU/US Safe Harbour data-sharing
rules,” comments Enser5. “And then, suddenly the
European Court came along and said: ‘No, actually.
Somebody's challenged this, and we agree that it's
not valid.’ It’s a fast-moving area and you need to
keep across of not only what the actual letter of the
law says, but how it's being approached by the different regulators in practice, on a day-to-day basis.”
Tavares accepts that facing up to all the regulatory
compliance issues associated with becoming a datacentric business is “hard to do”, but maintains that

“we do hard things if we want to succeed.” Compliance is “perfectly possible to manage,” even if, as he
concedes, “it might be more costly to manage, because you really need to set up a data protection bureaucracy.”
Thus, says Tavares, operators should not bury their
heads in the sand: “If you are scared about the regulations, you're not going to do anything about data
analytics. I think you then have to be aware that you
could be out of business.”
Brett Sappington, Senior Director of Research at
Parks Associates, says such considerations are forcing
operators to decide whether or not data security
should be part of their core business. “Do I have an
internal group of security experts, or do I turn to experts outside of my organization? Many of them look
at it and say, my core business is video, I'm not sure I
want to be in the security business. Some do decide
that they want it in-house, but for many they’re looking outside of their organizations for that security
expertise.”

“Operators are being forced to decide
whether or not data security should
be part of their core business”

Brett Sappington, Parks Associates

Of course, it’s not just the security-related challenges
of adopting video data analytics that are forcing operators to consider outsourcing. As Rovi’s FitzGerald
points out, “most pay-TV operators do not have a
staff of analysts, people with statistical degrees or
people who have the skills to do big data handling

5

These were rules that allowed US companies doing business in Europe to transfer customer data out of the EU to the US if they observed
European data privacy regula ons.
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and processing. These may be completely new skill-sets for them. Whereas these are skill-sets that a company
like ours, at Rovi Analytics, we hire for. The issue of human capital and talent is a big one.”
This doesn’t apply just to smaller operators. Hesselbarth reveals that Unitymedia, which is Germany’s secondlargest cable company, with over 7m customers, is still in the process of determining whether or not it needs to
outsource its data analytics solution.
Indeed, IBM Cloud Video’s Mowrey sees a move “away from trying to build all this technology in-house – it's just
not practical. This is a hugely time-consuming, costly proposition to make, with huge investments in a business
that for many companies isn't necessarily the primary business model yet. More and more of what we see in the
market is that it isn't worth their time and their effort to do that in-house.”
The Verimatrix Verspective Operator Analytics solution, launched in April, is a good example of a product that
addresses operators’ requirements for expert support in this area, not just because it delivers an allencompassing video data analytics solution, but also because that solution features all the necessary security
measures a data-centric approach implies.
Verimatrix’s Braun notes that the secure analytics solution is a natural fit for the company, being designed from
the ground up to emphasise data security and integrity as the foundation for actionable intelligence. “We've obviously spent many years in securing the video delivery space, and we have lots of experience there. We’re now
heavily investing and applying our knowledge to secure data collection, data storage and the analytics space in
general.”
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Data Analytics Integrity –
Securing Data Collection
Threats to data integrity
One of the perceived advantages of using a video
analytics data approach in advertising is that it can
offer ‘census-like’ capture of viewing behaviour on
both managed and unmanaged devices, instead of
relying on panel-based metrics that may fail to give
an accurate picture of how operators’ subscribers are
behaving.
Says Unitymedia’s Hesselbarth, “TV viewing data is
very interesting, because – similar to the UK – the
current [audience panel measurement system] uses
something like 6,000 households to cover the entire
German TV usage: that’s obviously ridiculous today.”

5,100
The number of homes on the BARB
reporting panel, which is used to measure
TV viewership in the UK

In the US environment, where cable operators typically get advertising revenue through so-called ‘local
ad avails’ and other sources, panels’ non-rating of
networks poses particular problems, notes Rovi’s FitzGerald. “If you don't have a consistent rating for your
network, you have a very difficult time selling advertising because you can't guarantee the delivery of
that audience in the future. We can use the underlying RPD or set-top box data to solve this for un-rated
channels and networks.”

source is authenticated, the data is secured and its
integrity guaranteed. This represents a challenge,
both because of the amount of data and the fact that
unmanaged networks and devices may be involved in
its creation.
Paul Collins, Director of Communications, Media &
Entertainment at data analysis specialists Information
Management Group Ltd (IMGROUP), observes that
“there are inherent dangers in having data from devices, whether it's iPads, smartphones, whatever it
might be, going straight into a data warehouse, without there being any level of check around the quality
and the content of that data.”
Sebastian Braun at Verimatrix identifies possible infection of consumers’ devices by ‘ad bots’ as one significant threat in this environment. This is a scam
whereby cyber-criminals install malware on customers’ internet-connected devices when they visit a site,
creating an invisible web browser that runs in the
background, simulating human browsing behaviour,
including interacting with web pages and clicking on
ads. The criminals sell that fake traffic to middlemen,
who then sell it on to advertisers.
Sebastian notes that for the operator, the effect can
be to inflate the number of clicks on the ad inventory
available from within its OTT application, reducing
conversion rates. “In the end that translates into a
lower evaluation of the operator’s ad inventory, so
it's not in the best interest of the advertiser or the
operator,” he explains.

20-30%
Estimated volume of digital video
advertising that is fraudulent

It goes without saying that such source data is of little value to either operators or advertisers unless the
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This type of fraud appears to be endemic. Digital fraud detection specialist White Ops points out that video advertising appears to be the sector that is hardest hit by it, with industry estimates suggesting that 20 to 30% of
video advertising is fraudulent6.
For Genius Digital’s Weiss, another significant risk on unmanaged networks is represented by theft of the source
viewing data. “I think there are real problems with data leakage on the internet. You go out to an ad network
and you can easily get a rogue ad – and suddenly all of the viewing is being tracked.”
Another increasingly common threat is password-sharing– where subscribers allow someone who does not have
a subscription to a streaming service to ‘borrow’ their password to access it. Not only can the viewing behaviour
associated with that subscriber’s ID no longer be regarded as reliable, but it costs the service provider money in
lost revenues.
Parks Associates published a study last year suggesting that SVOD services stood to lose upwards of $500 million in revenue in 2015 from this practice7. A more recent survey by IBM Cloud Video8 found that just over half
of respondents shared passwords, although most of this (42%) was with family members. Nevertheless, 10% said

6

Videonet, July 27, 2016, h p://bit.ly/2aLPcoK
Parks Associates, Aug 18, 2015, h p://bit.ly/1WGUv6N
8
Videonet, August 3, 2016, h p://bit.ly/2b2LOS9
7
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they either used someone else’s password or shared
their password outside the family circle (see Figure 1).
Simon Thomas, Global Director of Audiences Research at GroupM/MEC Global, takes a pessimistic
view of some current standards of operator data integrity. “Unfortunately, some pay-TV companies
don't recognize that what they've got, basically – let’s
be blunt about it – is incomplete or selective data.
Some is no good, it's not accurate, it's not robust.”
Hence Thomas’s response to any pay-TV operator
approaching him to sell such data is, “Great, now
show me how you’re actually doing that. Who’s your
independent auditor? Who’s actually assessed your
return-path data in terms of the technical feasibility?
Who’s handling your database management and actually auditing your database? How can we and our
clients use your data alongside other proven audience currencies?”
Arian Koster, Product Owner of New TV Ideas at
Dutch telco KPN, acknowledges that ensuring data
integrity is “basically a constant battle where you
have to ensure that you are as secure as possible and
that there is no leakage, and that the data can withstand attacks.”
But he maintains that at KPN, “that is basically top-of
-mind – it’s becoming part of our genes.” Accordingly, says Koster, “we test our systems in the right way
and we do all sorts of security scans. We are aware of
the vulnerabilities that we have.”
Com Hem’s Helbo agrees that, “Security is something
you should always be very careful about. And it is a
threat, not only because of data analytics and the
video data that you have, but it's a threat throughout
the organisation, with the amount of data and information being available on the customer.”

Ensuring the integrity of source data
The integrity of source data collected by an operator
can be compromised in a number of different ways. It
can include fraudulent data (i.e. emanating from a
cloned or un-authenticated device), it can be corrupted or misappropriated on its way back to an operator’s data warehouse, or – once stored at a central

point – that storage facility can be hacked.
Paradoxically, when it comes to securing ‘Big Data’,
less is more. According to Genius Digital’s Weiss,
while the tendency of operators adopting a video
analytics data approach is “to collect as much data as
they possibly can,” this causes “a real security problem. Because if you’re collecting all this data, you
don’t quite know what you’re going to want to do
with it, and you need to work out where you’re going
to keep it, how you’re going to control access to it,
and it’s problematic.”
IMGROUP’s Collins agrees: “The first thing you need
to do, really, is understand what insight it is that you
want to get out of this data, that's the most important thing. Rather than ‘we've got this data, let's
store it.’”
Olswang’s Enser observes that the more data you
hold onto, the higher the storage costs involved –
“and there's a risk that you've got more data that
could get stolen. I think that as people are becoming
increasingly aware of cyber security risk and the risk
of hacking, they understand that one of the ways to
minimize the impact of data loss is actually not to
keep too much.”

“One of the ways to minimize the impact of
data loss is actually not to keep too much”

John Enser, Olswang

Once an operator has decided which data is of greatest value to its business, it needs to ensure that it is
coming from an authenticated source.
Spanish telco Telefonica achieves this by tightly controlling subscriber access, according to Mario Gomez,
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Head of Video Business Intelligence at Telefonica Digital. Access to OTT video services is password-protected,
and only permitted through Telefonica’s own application. Once logged in, the device used is automatically registered.
Subscribers are also limited in terms of the number of devices they can register, which is defined by the marketing department. If subscribers try to exceed the registration limit, the app takes them to a configuration panel
where they have to remove one of the registered devices before logging in with the new one.
Gomez concludes that we can “more or less trust that it is our customer who is watching the content.”
This ‘triple-lock’ strategy – whereby not only does the subscriber device need to be registered, but access must
be via the operator’s own application as well as through a login and a password – still theoretically allows for
password-sharing, but at least limits access from non-authenticated devices.
However, the source data also needs to be protected in transit. Braun at Verimatrix recommends that “what you
have to do in order to cope with, or minimize your risks, bearing those threats in mind, is first encrypt the communications channel from the device back to the headend.”
Then, if the technology of the device allows it, “you should also encrypt the data itself that is transmitted across
this encrypted channel. Even if the channel gets broken into, the data that the potential hacker would see is garbage, essentially.”
Braun also believes that the most effective storage approach is a “unified headend” where the various different
data sources are fused and enriched, in a high-security environment, still in encrypted form.

The Verspective Operator Analytics solution from Verimatrix protects upstream data and downstream video.
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This is, in fact, exactly how the Verimatrix Verspective
Operator Analytics solution would typically be deployed in a hybrid environment, using its wellestablished VCASTM security solution both to protect
the data-flow upstream from the subscriber’s device,
as well as using it to secure downstream video delivery.

Video advertising platform Videology claims that in
this way it was able to block more than 28bn fraudulent ‘bot’ requests in the 12 months since integrating
technology from White Ops in May 2015. Videology
estimates that if all those video ads had actually been
delivered, those perpetrating the ad fraud would
have been able to bank around $553 million.9

Collins adds that before any data is actually stored, it
would also be good practice to “run checks on that
data before it gets anywhere near any operational or
analytical system, so that you can make sure the data
is expected, is it coming from a certified location, is it
in the approved format, and all those kinds of things.
You want to make sure you’re not letting loose a virus or some malware on your environment and the
data itself will not corrupt any analysis because ‘the
decimal point is in the wrong place’.”
In the case of advertising fraud in particular, this can
be reduced at the source by adopting a third-party
solution such as that from White Ops, mentioned
above: It is able to differentiate in most cases between human interactions with ads on websites and
those created by ‘bots’, blocking the ‘non-human’
ones.

28bn
$553m
Number of fraudulent ‘bot’ advertising
requests blocked in one year on one
programmatic platform, and what they
would have cost their ‘victims’

9

Videonet, ibid.
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Breaking down silos
while acknowledging
‘rules and roles’
The benefits of maximising access to video
analytics data
The benefits of adopting a video analytics data solution potentially cut across all areas of a TV operator's
business.
Cable operator Unitymedia is a case in point, foreseeing multiple use-cases for video analytics data. Says
Hesselbarth, “In my area [Product Development] it is
obviously very much entertainment usage data, and
also navigation in the UI: what elements in the UI do
customers use, what elements they might not use,
why do they need a long time to find solutions, stuff
like that. So monitoring TV usage is the interesting

“The more valid data that you can enable,
the more the customer will find you
relevant”

Thomas Helbo, Com Hem

For KPN, which adopted a video quality-monitoring
tool from Agama Technologies several years ago, the
resulting analytics data was deployed specifically to
troubleshoot network issues on its new IPTV service,
says Koster. “It helped us – certainly in the first couple of years – very much to prove that we had issues
in all kinds of components in our IPTV chain, and
helped to drive up the quality of the service.” The
result was that KPN received fewer customer complaints, says Koster.
Today, KPN continues to use Agama’s solution to
continuously improve video quality. Koster notes that
when customers complain about a quality issue, “we
can see what has been going on in the last hour or
maybe days, and that helps us to find the root
cause.”
Koster says he “firmly believes that we have reduced
quite substantial amounts of costs and also churn by
improving quality using that tool.”
For Com Hem’s Helbo, the perceived benefits of a
data analytics approach relate to increasing the relevance of content to the customer. “The majority of
operators right now are pushing hard to be the content aggregator within the household,” but “struggle
with consumers questioning whether it's relevant to
have a cable TV subscription or not,” he says. In this
context, “the more valid data that you can enable, the
more the customer will find you relevant. If you want
to add some value-added services, and you’re very
focussed on promoting just the right amount of content, you get to stay being the content aggregator.”

thing for us. There are other uses in areas in other
departments – many, many use-cases around improving customer experience, making a better offer,
making better content recommendations, better
upsell, better retention offerings. There's a huge bundle of benefits that we see.”
Hesselbarth adds that UnityMedia sees “a definite
ROI” accruing from implementing such data solutions
in the future.
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Making data available across departments
“I believe that in order to make use of the full power
of this data you have to make it available to not only
senior staff, but to several departments,” asserts Hesselbarth.
At first sight, it might seem obvious that once an operator implements a video data analytics solution,
everyone in the company who can see a business
benefit from accessing the resulting data should, in
principle, be granted access to it.
However, comments Roland Schwaiger, Topic Lead
on Smart Data Analytics at Deutsche Telekom’s Research and Innovation unit, T-Labs, “practically, that’s
quite complicated. The IT side is historically very
much orientated towards [data] silos.”
Schwaiger notes that Deutsche Telekom has “more
than 25 data warehouses for Germany only, so to
bring together different information from different
warehouses […] can be quite an effort to do regularly.
For R&D purposes, if everyone is interested in it and
there is a commitment on the management side, you
can do that – but to implement ongoing aggregation
of data, it’s an IT task, and IT tasks tend to take quite
some time.”
Braun at Verimatrix says a siloed data approach is
typical of many of the operators he talks to. Often, it
is the operations departments who tend to be the
early adopters of an analytics approach to their data,
frequently using it to monitor quality of service and
quality of experience, he says.
Such data could often be legitimately exploited by
marketing or product departments, who although
they have different needs and demands from the data, “could use the same underlying data-set that operations collect, but just with a different view.” But
most often, this doesn’t happen, Braun implies.
Com Hem’s Helbo agrees that, in his experience, “the
video-on-demand guys know all of the data that is
available within their area, and the broadband guys

know all of the deep packet inspection data that is
available in their area, but they're not aware that
there is [extra] information in that once you combine
[them].”
KPN’s Koster comments, “I think the majority of operators today have some sort of recommendation engine, but the recommendation engine is mainly
based on the video-on-demand experience, and does
not really take into consideration some of the demographics and some of the other information that
is available at the cable operator.”

25
The number of data warehouses that
Deutsche Telekom uses for Germany alone

Overcoming a silo-based tradition of data storage
and its use is one challenge. Another is addressing
the fears that often give rise to it. As explained in the
first section of this report, most regulatory regimes
relating to data-handling and data protection insist
that personal data should only be used by those who
have a legitimate reason for accessing it, a ‘need-toknow’, and the penalties for breaching the rules can
be heavy. Operators are rightly concerned about this,
and are equally aware that the more data they have
flowing around the organisation, the higher the
threat of a hack or a leak.
Such considerations imply that, in some cases, operators may need to accept that certain types of data
simply cannot be shared at all. Thus, for example,
KPN’s Koster notes that Dutch privacy rules mean
that its quality measurement tool “is only available to
the technical department of the company, and we
can only use it for quality assurance kinds of things.”
The reason is that KPN has not asked its customers to
opt in to the use of their data for other purposes, he
explains.
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However, the company has created a separate OTT
video service called “Play for KPN” which is separate
from its main IPTV offering, “where we do more with
the data” because “customers have agreed to that.”
This allows KPN to leverage that data to make content recommendations to its customers – albeit only
the relatively small number who access its OTT service.
A good insight into how the required entitlementmapping process can work to deliver different dataviews across a large company, while respecting local
regulations, is provided by Telefonica’s Gomez. He
notes that while he has access to all the OTT data
from the company’s South American operations,
down to each and every customer’s consumption
data in every territory, he only gets to see an anonymised version of it. The PII data has been anonymised
such that any identifying information has been replaced with an ID. It is only the local office, which
owns the personal data from Telefonica’s OTT operations there, that is able to match that ID to an actual
subscriber: Gomez does not have access to that data.
“If one country wants to have ‘the list of customers
who watch most TV’, or something similar, we only
give them IDs, so everything is secured, and when
they get that report, the local office matches the information,” says Gomez.
There also exists an additional layer of data control,
he points out. While he himself, because of his position in the corporate Business Intelligence department, has access to the full (if anonymised) data-set
for each local office, the ‘need-to-know’ principle
means that his colleagues in the financial, product or
content teams only have access to aggregated views
of that data.
Exactly how that data is aggregated varies by territory and is defined by an agreement between himself
and each local office. “We have a contract with the
local team which says something like, ‘we will offer
this kind of aggregation to that department’, says
Gomez.

Deutsche Telekom deals with Germany’s onerous data-handling constraints by operating a central Group
Privacy unit, which has to sign off on any activities
that deal with the use of personal data.
Deutsche Telekom’s Schwaiger explains that “you
have to document what the system is, what kind of
data, how you protect it, and then it’s checked more
or less legally and also from a security background:
‘are the right versions of specific software installed?’
‘is there a firewall upfront?’, ‘is the VPN version the
right one?’, ‘what’s the documentation of access
rights for specific people?’, and so on. So there’s
overall a very detailed process to protect the privacy
and security of our customers’ data. Every single project dealing with that kind of data has to fill in all the
forms, which are then checked centrally by the Security Department and the Group Privacy Department.”
Both Deutsche Telekom and Telefonica are large,
global corporations that have the internal resources
to craft sophisticated systems of access control for
secure and compliant dissemination of video analytics data. But how can smaller operators approach this
challenge?
KPN’s Koster notes that “it's usually becoming a lot
more complicated to give access to data in the specific way that the guy in product management would
like and also the guy handling customer care calls
about billing would like. So you would still need
some sort of expertise to build the reports you need,
to ensure that you get access to the data in the right
way and the way that makes sense to you.”
Braun says the answer is to begin with what he describes as “organizational asset management of the
collected data. If you look back at the use-cases, who
has the quality of service use-case within the operator's organization?” he asks. “The operations department does. Who has an audience measurement usecase within the organization? The advertising or marketing department does. We have a subscriber intelligence use-case, it's the marketing, the packaging
department. Who wants to know about what content
is consumed more than other content and at what
times? It's the programming department.”
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Once a comprehensive set of such use-cases is defined, the requirements are, “#1, to understand the
regulation; and #2, to map that regulation using
access control to particular parts of the organization, allowing access for a specific user to a specific
subset of data. That's a mapping exercise that has
to happen.”
Verimatrix provides such support as an integral part
of its Verspective Operator Analytics solution,
points out Christian. “We are able to construct a
secure architecture, based on our existing conditional access/DRM expertise, that addresses all security considerations in a comprehensive fashion.
We're looking at all of the dimensions of threats,
and business risk in order to construct a platform
that addresses them in a smart and secure fashion.”
Christian notes that as part of the Verspective offer,
Verimatrix has heavily focused on “the fine grain
management of credentials to track who has access
to what data to be in compliance with the organization’s own data-handling policies, as well as with
local regulations.”
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Conclusions and recommendations
For video service providers, the adoption of a video data analytics approach is fast becoming a condition
of doing business, and is a move that can generate immediate and positive impacts on the bottom line,
particularly with respect to reducing customer churn and improving content monetisation.
However, its reliance on the potential exploitation of multiple new streams of data, particularly customer’s
personal data, carries with it an enhanced level of business risk.
Such risks emanate from two principal areas: first, the financial penalties that can be imposed by regulators if the manner in which personal data is accessed, shared and stored fails to comply with relevant regulatory regimes; and, second, the financial and reputational losses that can be incurred in the event of a
security breach that exposes such data either internally or externally.
With respect to the first type of risk, operators need to keep up-to-date not only with regulatory developments, but with rapidly changing interpretations of relevant rules.
Sanctions in this area are set to increase through the adoption of more stringent regulation in Europe,
which in turn is expected to impinge on other regulatory regimes around the world, whose approach to
data protection is currently fragmented.
While this implies that global operators may benefit from some degree of regulatory harmonisation in the
future, it also means they can expect an increasing number of countries that have no data protection legislation in force today to adopt such laws in the future.
Two useful data management principles operators can adopt include confining Personally Identifiable Information (PII) in encrypted form behind a secure ‘wall’; and outside that wall, de-personalising and anonymising such data before any other user has access to it.
Adopting a video analytics approach can present challenges for operators, both in terms of the resources
required to build the necessary data entitlement systems across the company, and in terms of the specialised data security and privacy expertise required to ensure legal compliance and to minimise threats.
Operators are increasingly outsourcing their requirements in both areas because of this.
The ability of video data analytics approaches to exploit ‘census-like’ data-sets across a video service provider’s operations places new requirements on the integrity and security of such data, particularly when it
travels over unmanaged networks from unmanaged devices.
Illustrative risks include corruption of advertising data by ad bots, theft of viewing data and passwordsharing.
Counter-measures include requirements for authentication of users’ identities as well as the hardware and
software used; and encrypting both the data itself and the communication channels through which it travels between the user and the data-warehouse, in both directions.
Both anonymisation and aggregation of personal data can be useful tools to adopt when seeking to ensure that data is not confined to ‘silos’ but shared across different departments with different needs and
regulatory environments.
An optimal strategy to carry out the complex data-mapping requirements implied by a company-wide
dissemination policy is first to define all the different data use-cases required and link them to the relevant users; second to understand the relevant legislation; and third to map the regulation using access
control techniques to allow access for specific users to specific subsets of the data.
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